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SERVICE-ORIENTED ARCHITECTURE FOR PROCESS CONTROL SYSTEMS 

RELATED APPLICATION 
[0001] This application is a regular filed application of and claims, for the 
purposes of priority, the benefit of U.S. Provisional Application Serial No. 
60/567,980, entitled "Graphical User Interface for Representing, Monitoring, and 
Interacting with Process Control Systems," which was filed on May 4, 2004 and 
which this application hereby expressly incorporates by reference herein in its 
entirety. This application is also related to U.S. Patent Application Serial Number 
10/625,481, entitled "Integration of Graphic Display Elements, Process Modules and 
Control Modules in Process Plants," which was filed on July 21, 2003, and which 
published as U.S. Publication No. 2004/0153804 on August 5, 2004, which, in tum, is 
a Continuation-in-Part of U.S. Patent Application Serial No. 10/278,469, entitled 
"Smart Process Modules and Objects in Process Plants," which was filed on October 
22, 2002, and which published as U.S. Publication No. 2004/0075689 on April 22, 
2004, the entire disclosures of which are hereby expressly incorporated by reference 
herein in their entirety. This application is also related to U.S. Patent Application 
Serial Number 10/368,151 entitled "Module Class Objects in a Process Plant 
Configuration System," which was filed on February 18, 2003, and which published 
as U.S. Publication No. 2004/0199925 on October 7, 2004, the entire disclosure of 
which is hereby expressly incorporated by reference herein in its entirety. This 
application is also related to the following patent applications, which are being filed 
as International (PCT) applications on the same date as this application and which this 
application hereby expressly incorporates by reference herein in their entirety: 
"Associated Graphic Displays in a Process Environment" (Atty. Docket No. 
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06005/41 111); "User Configurable Alarms and Alarm Trending for Process Control 
Systems" (Atty. Docket No. 06005/41112); "Integration of Process Modules and 
Expert Systems in Process Plants" (Atty. Docket No. 06005/41 1 13); "A Process Plant 
User Interface System Having Customized Process Graphic Display Layers in an 
Integrated Environment" (06005/411 14); "Scripted Graphics in a Process 
Environment" (Atty. Docket No. 06005/41115); "Graphics Integration into a Process 
Configuration and Control Environment" (Atty. Docket No. 06005/41116); "Graphic 
Element with Multiple Visualizations in a Process Environment" (Atty. Docket No. 
06005/41 1 17); "System for Configuring Graphic Display Elements and Process 
Modules in Process Plants (Atty. Docket No. 06005/41118); "Graphic Display 
Configuration Framework for Unified Process Control System Interface" (Atty. 
Docket No. 06005/41124); "Markup Language-Based, Dynamic Process Graphics in 
a Process Plant User Interface" (Atty. Docket No. 06005/41 127); "Methods and 
Apparatus for Modifying Process Control Data" (Atty. Docket Nos. 06005/591622 
and 20040/59-11622); "Methods and Apparatus for Accessing Process Control Data" 
(Atty. Docket Nos. 06005/591623 and 20040/59-11623); and "Integrated Graphical 
Runtime Interface for Process Control Systems" (Atty. Docket Nos. 06005/591628 
and 20040/59-11628). 

FIELD OF THE DISCLOSURE 
[0002] The present invention relates generally to process control systems and, 
more specifically, to a service-oriented architecture for process control systems. 

BACKGROUND 

[0003] Process control systems, like those used in chemical, petroleum or other 
processes, typically include one or more process controllers and input/output (I/O) 
devices communicatively coupled to at least one host or operator workstation and to 
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one or more field devices via analog, digital or combined analog/digital buses. The 
field devices, which may be, for example, valves, valve positioners, switches and 
transmitters (e.g., temperature, pressure and flow rate sensors), perform functions 
within the process such as opening or closing valves and measuring process 
parameters. The process controllers receive signals indicative of process 
measurements made by the field devices and/or other information pertaining to the 
field devices, use this information to implement a control routine, and then generate 
control signals that are sent over the buses or other communication lines to the field 
devices to control the operation of the process. In this manner, the process controllers 
may execute and coordinate control strategies using the field devices via the busses 
and/or other communication links communicatively coupling the field devices. 
[0004] Information from the field devices and the controllers may be made 
available to one or more applications (i.e., software routines, programs, etc.) executed 
by the operator workstation (e.g., a processor-based system) to enable an operator to 
perform desired functions with respect to the process, such as viewing the current 
state of the process, evaluating the process, modifying the operation of the process, 
etc. Many process control systems also include one or more application stations. 
Typically, these application stations are implemented using a personal computer, 
workstation, or the like that is communicatively coupled to the controllers, operator 
workstations, and other systems within the process control system via a local area 
network (LAN). Each application station may execute one or more software 
applications that perform campaign management functions, maintenance management 
functions, virtual control functions, diagnostic functions, real-time monitoring 
functions, safety-related functions, configuration functions, etc. within the process 
control system. 
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[0005] The software elements (e.g., programs) used to implement the various 
applications of many process control systems typically rely heavily on the use of 
object-oriented programming technologies and architectures. Such object-oriented 
programming technologies and architectures are based on a hierarchical arrangement 
of software objects in which higher level (e.g., more complex) software objects are 
built from and, thus, inherit, the properties of one or more lower level objects. The 
heavy use of inheritance within these object-oriented programming constructs enables 
a high degree of code (i.e., software instructions, programs, etc.) sharing, which tends 
to significantly reduce the overall amount of code or software required to implement 
the control system. 

[0006] Although known object-oriented programming constructs can 
advantageously reduce the amount of software or code needed to implement a 
relatively complex process control system, the high degree of inheritance or code 
sharing associated with these constructs results in a high degree of dependence (e.g., 
data dependencies) between the various software routines or components making up 
the control system. As a result, independent development and/or versioning of these 
various software routines may be difficult or impossible. For example, in some 
process control systems employing the above-mentioned object-oriented constructs, 
the process control system applications (e.g., process monitoring applications), 
database services, and runtime services are tightly bound (i.e., are highly dependent 
on one another). In particular, client applications may be built on a common set of 
data components representing data in the database. Thus, any change in the common 
data components requires the client applications to be rebuilt. As a result, the data 
dependencies inherent in these known objected-oriented process control software 
architectures make independent versioning or development of the database 
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components and runtime software components very difficult or impossible, 
particularly in cases where different software components of the process control 
system are developed in different locations (i.e., development sites or centers). To 
address the data dependencies inherent in these known object-oriented architectures, 
process control software developers have been forced to closely coordinate the 
development of database, runtime, and system software components so that these 
components are built and released in a unified manner. 

SUMMARY 

[0007] In one example, a method and apparatus for conveying process control 
information between a client process and a server process in a process control system 
establishes a server process including a plurality of process control services, each of 
which has a corresponding service interface. The example method and apparatus also 
establishes a client process having a proxy for each of the plurality of services to 
which the client process establishes a communicative connection. Additionally, the 
example method and apparatus provides endpoint information (e.g., port information, 
URL, URI, etc.) associated with the service interfaces to the client process to enable 
the conveyance of process control information between the client process and the 
server process. 

[0008] In another example, a method of binding information to a runtime 
application provides a data context associated with the runtime application to a 
resource manager and associates, via the resource manager, at least one property from 
the data context with at least one of a variable, a script, or a data source reference. 
Additionally, the method binds the at least one property to the at least one of the 
variable, the script, or the data source reference. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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[0009] FIG. 1 is a block diagram of an example process control system that uses 
the service-oriented architecture described herein. 

[0010] FIG. 2 is a block diagram depicting an example service-oriented 
architecture that may be used within the example process control system of FIG. 1. 
[0011] FIG. 3 is a diagram depicting the relationship between a discovery service 
provided by the example architecture of FIG. 2 and a runtime server. 
[0012] FIG. 4 is a flow diagram depicting one manner in which the discovery 
service of FIG. 3 and its hosting server interoperate with the data access service of 
FIG. 3 and its hosting server. 

[0013] FIG. 5 is an example process by which the discovery service of FIG. 3 may 
locate a service. 

[0014] FIG. 6 is a diagram depicting an example implementation of a session 
service. 

[0015] FIG. 7 is a more detailed diagrammatic view of runtime services that may 

be provided by the example runtime server of FIG. 3. 

[0016] FIG. 8 is a more detailed diagrammatic view of example database services 
that may be provided by the database server of FIG. 6. 
[0017] FIG. 9 is a diagram depicting an example manner in which a version 
control server, a version server, and the database server of FIG. 6 may interoperate. 
[0018] FIG. 10 is a diagrammatic view of an example history server that may 
provide a plurality of history services. 

[0019] FIG. 1 1 is a diagram depicting an example history scanner server and the 
manner in which the history scanner server may interoperate with the example 
runtime services of FIG. 7 and the example history services of FIG. 10. 
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[0020] FIG. 12 depicts an example alarms and events server that may be used to 
implement the example service-oriented architecture described herein. 
[0021] FIG. 13 depicts an example OPC data server that may be used to implement 
the example service-oriented architecture described herein. 
[0022] FIG. 14 depicts an example of one manner in which the example service- 
oriented architecture described herein may be used to link or bind runtime processes 
associated with client applications to data services or sources. 
[0023] FIG. 15 depicts a more detailed example of one manner in which user 
interface display graphics may be linked or bound to data services or sources. 
[0024] FIG. 16 depicts an example processor system that may be used to 
implement the apparatus and methods described herein. 

DETAILED DESCRIPTION 
[0025] In general, the example apparatus, methods, and articles of manufacture 
described herein may be used within a process control system to provide a high 
degree of independence between the various software elements (e.g., programs, 
applications, services, etc.) composing the process control system. More specifically, 
the examples described herein utilize a software and hardware architecture that 
provides a plurality of loosely coupled (i.e., substantially data independent) core 
services on which a plurality of independent process control -related applications is 
layered. Each of the core services provides a well-defined external interface (e.g., 
schemas, parameters that are passed into and/or out of the service, data formats, etc.) 
that can be individually tested and versioned. Similarly, the process control-related 
applications can be built or developed in a highly independent manner (e.g., with 
minimal or little coordination between different development teams, locations, etc.) 
owing to the substantially data independent nature of the applications. In other words, 
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software developers in one location developing a particular application for use within 
the overall process control system do not necessarily have to be closely involved or 
informed in connection with the development of another application being developed 
by another group of software developers in another physical location. In this manner, 
the example service-oriented architecture described herein minimizes or eliminates 
the need for different software development teams to spend significant amounts of 
time coordinating (e.g., via meetings and/or other forms of communication) their 
respective development efforts, thereby substantially reducing development times and 
costs for their respective development efforts. 

[0026] In contrast to many known object-oriented implementations or 
architectures, which are focused on code or software reuse, the example service- 
oriented process control architecture described herein emphasizes a relatively loose 
coupling (e.g., relatively little, if any, data dependency) between data services and/or 
client applications. Additionally, with known object-oriented implementations, 
process control software applications or programs are essentially a composition or 
arrangement of software elements drawn from shared class libraries. In contrast, the 
example service-oriented architecture described herein utilizes applications composed 
of relatively autonomous services. More specifically, rather than sharing class 
information, the relatively autonomous services associated with the example service- 
oriented architecture described herein share schemas (for structure) and contracts (for 
behavior). Each of the relatively autonomous services (e.g., data services) described 
herein publishes a contract (e.g., using an extensible markup language such as XML) 
that describes the structure of the messages that the service can send and receive. 
[0027] Still further, known object-oriented process control software 
implementations treat communication between software elements or components 
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(e.g., services) and developers (e.g., software developers at different development 
sites) as inexpensive (e.g., from a processing efficiency standpoint) and implicit. In 
contrast, the example service-oriented architecture described herein treats such 
communication as relatively expensive and explicit. Accordingly, the example 
service-oriented architecture described herein is configured to reduce the number and 
complexity of abstractions that must be shared across services (i.e., across service 
boundaries associated with the various software components composing the core 
services of the process control software). 

[0028] In further contrast to known object-oriented implementations that treat 
deployment of applications in a unitary fashion (i.e., a common release of a group of 
interrelated applications), the example service-oriented process control software 
architecture described herein treats application deployment in an on-going, more 
discrete manner. For example, with the example service-oriented architecture 
described herein, client applications may be versioned independently of the 
underlying data services used by those applications such that the aggregate state of the 
overall system and applications may become mixed over time. In some cases, for 
example, a service may be deployed well before applications making use of the 
service have been deployed. Additionally, the substantial independence of the 
applications and services enables the services and/or applications to evolve 
independently (i.e., to be developed or modified in an independent manner) at 
different rates over time. However, to ensure a greater degree of integrity in the 
interoperation of the relatively highly decoupled services and/or applications utilized 
in the example service-oriented architecture or framework described herein, each 
service may be configured to perform a validation process on each message that it 
receives from another service or application. 
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[0029] As described in greater detail herein, the example service-oriented 
architecture may be advantageously applied to enable the linkage, binding or, more 
generally, the communicative or operative coupling of parameters associated with 
runtime applications to variables, executable scripts, and/or the aforementioned data 
services. For example, the parameters used in connection with rendering graphical 
display elements associated with a process control system user interface application 
may be communicatively or operatively coupled to a runtime data service. In this 
example, changes in data to be coupled to the parameters can be automatically 
propagated from the data service to. the display application, which can then update, for 
example, a graphic display to reflect the changed data. In one implementation, the 
well-known Avalon and Indigo software platforms provided by Microsoft 
Corporation may be used to enable the binding of the properties associated with the 
display elements to variables, scripts, and/or data services at runtime. However, any 
other suitable software platform could be used instead of or in addition to Avalon 

and/or Indigo. . 

[0030] As described in greater detail below, the example service-oriented 
architecture described herein includes a data services layer that can provide process 
control-related data to a data sources layer. As described below, the data sources 
layer provides relatively generic access to the data services layer from within an 
application. A resource manager layered on the data sources layer manages variables, 
scripts, and/or references into data sources associated with one or more runtime 
applications, displays, graphic elements, parameters, etc. The resource manager 
described herein advantageously enables, for example, the parameters associated with 
graphic display elements to be bound to one or more variables or data services (e.g., 
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process control data sources provided via a server) at runtime, as opposed to statically 
coding the coupling(s) between the parameters and such variables or data sources. 
[0031] More specifically, with the example apparatus, methods, and articles of 
manufacture described herein, a display application may request values or other data 
or information for the various properties associated with its graphic elements from the 
resource manager. In turn, the resource manager may be configured at runtime to 
provide (e.g., map, relate, or otherwise associate) data sources to the properties used 
by the display application. As a result, the display application does not have to be 
statically coded to define relationships between its graphic elements and variables or 
data sources that are bound to the parameter values associated with those graphic 
elements. Instead, the resource manager can be configured at runtime to more 
flexibly and dynamically define those relationships. 

[0032] FIG. 1 is a block diagram of an example process control system 10 that 
uses the example service-oriented architecture described herein. As depicted in FIG. 
1, the process control system 10 includes a controller 16, an operator station 18, an 
active application station 20 and a standby application station 22, all of which may be 
communicatively coupled via a bus or local area network (LAN) 24, which is 
commonly referred to as an application control network (ACN). The operator station 
18 and the application stations 20 and 22 may be implemented using one or more 
workstations or any other suitable computer systems or processing units. For 
example, the application stations 20 and 22 could be implemented using single 
processor personal computers similar to an example processor system 1602 shown in 
FIG. 16 below, single or multi-processor workstations, etc. In addition, the LAN 24 
may be implemented using any desired communication medium and protocol. For 
example, the LAN 24 may be based on a hardwired or wireless Ethernet 
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communication scheme, which is well known and, thus, is not described in greater 
detail herein. However, as will be readily appreciated by those having ordinary skill 
in the art, any other suitable communication medium and protocol could be used. 
Further, although a single LAN is shown, more than one LAN and appropriate 
communication hardware within the application stations 20 and 22 may be used to 
provide redundant communication paths between the operator station 18, the 
application stations 20 and 22, and the controller 16. 

[0033] The controller 16 may be coupled to a plurality of smart field devices 26, 
28 and 30 via a digital data bus 32 and an input/output (I/O) device 34. The smart 
field devices 26-30 may be Fieldbus compliant valves, actuators, sensors, etc., in 
which case the smart field devices 26-30 communicate via the digital data bus 32 
using the well-known Fieldbus protocol. Of course, other types of smart field devices 
and communication protocols could be used instead. For example, the smart field 
devices 26-30 could instead be Profibus or HART compliant devices that 
communicate via the data bus 32 using the well-known Profibus and HART 
communication protocols. Additional I/O devices (similar or identical to the I/O 
device 34) may be coupled to the controller 16 to enable additional groups of smart 
field devices, which may be Fieldbus devices, HART devices, etc., to communicate 
with the controller 16. 

[0034] In addition to the smart field devices 26-30, one or more non-smart field 
devices 36 and 38 may be communicatively coupled to the controller 16. The non- 
smart field devices 36 and 38 may be, for example, conventional 4-20 milliamp (mA) 
or 0-10 volts direct current (VDC) devices that communicate with the controller 16 
via respective hardwired links 40 and 42. 
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[0035] The controller 16 may be, for example, a DeltaV™ controller sold by 
Emerson Process Management, LLLP. However, any other controller could be used 
instead. Further, while only one controller is shown in FIG. 1, additional controllers 
of any desired type or combination of types could be coupled to the LAN 24. The 
controller 16 may perform one or more process control routines associated with the 
process control system 10. Such process control routines may be generated by a 
system engineer or other system operator using the operator station 18 and 
downloaded to and instantiated in the controller 16. 

[0036] As depicted in FIG. 1, the example process control system 10 may also 
include a remote operator station 44 that is communicatively coupled via a 
communication link 46 and a LAN 48 to the application stations 20 and 22. The 
remote operator station 44 may be geographically remotely located, in which case the 
communication link 46 is preferably, but not necessarily, a wireless communication 
link, an internet-based or other packet-switched communication network, telephone 
lines (e.g., digital subscriber lines), or any combination thereof. 
[0037] As depicted in the example of FIG. 1 , the active application station 20 and 
the standby application station 22 are communicatively coupled via the LAN 24 and 
via a redundancy link 50. The redundancy link 50 may be a separate, dedicated (i.e., 
not shared) communication link between the active application station 20 and the 
standby application station 22. The redundancy link 50 may, for example, be 
implemented using a dedicated Ethernet link (e.g., dedicated Ethernet cards in each of 
the application stations 20 and 22 that are coupled to each other). However, in other 
examples, the redundancy link 50 could be implemented using the LAN 24 or a 
redundant LAN (not shown), neither of which is necessarily dedicated, that is 
communicatively coupled to the application stations 20 and 22. 
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[0038] Generally speaking, the application stations 20 and 22 continuously, by 
exception, or periodically, exchange information (e.g., in response to parameter value 
changes, application station configuration changes, etc.) via the redundancy link 50 to 
establish and maintain a redundancy context. The redundancy context enables a 
seamless or bumpless handoff or switchover of control between the active application 
station 20 and the standby application station 22. For example, the redundancy 
context enables a control handoff or switchover from the active application station 20 
to the standby application station 22 to be made in response to a hardware or software 
failure within the active application station 20 or in response to a directive from a 
system operator or user or a client application of the process control system 10. 
[0039] FIG. 2 is a block diagram depicting an example service-oriented 
architecture or structure 200 that may be used within the example process control 
system 10 of FIG. L As shown in FIG. 2, the example service-oriented architecture 
200 includes a server 202 and a client 204. The server 202 includes a plurality or 
collection of services 206, 208, and 210, some or all of which may perform related 
functions. The services 206, 208, and 210 provide respective interfaces (e.g., one or 
more sets of exposed parameters) 212, 214, and 216 that enable communication with 
the client 204 via a communication port 218. The service interfaces 212, 214, and 
216 are substantially generic in nature and, thus, are substantially independent of the 
schemas (i.e., data format, protocol, etc.) used for the data contained in configuration 
and/or runtime databases associated with the example process control system 10 of 
FIG. 1. As a result, the service interfaces 212, 214, and 216 only require modification 
(e.g., updating) if new service capabilities (e.g., functions) are added to one or more 
of the services 206, 208, and 210. Thus, the service interfaces 212, 214, and 216 do 
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not have to be changed unless data objects, which use the newly exposed interfaces, 
are added for use within the process control system 10 (FIG. 1). 
[0040] The server 202 may be implemented as software executed on a processor- 
based system such as, for example, one or more of the application stations 20 and 22 
and/or operator stations 18 and 44 shown in the example system 10 of FIG. 1. Of 
course, the server 202 may be implemented using any other processor-based system 
or workstation coupled to the example process control system 10 (FIG. 1). 
[0041] The client 204 includes a plurality of service interface proxies 220, 222, 
and 224, each of which corresponds to one of the services 206, 208, and 210. The 
number of service interface proxies used by the client 204 may be fewer than the 
number of services provided by the server 202. In other words, the client 204 
preferably creates proxies only for the services to which it requires access. Thus, the 
client 204 may generate one or more proxies as needed to access or interact with one 
or more of the services 206, 208, and 210 provided by the server 202. 
[0042] Similar to the server 202, the client 204 may be implemented as software 
executed on a processor-based system such as, for example, one or more of the 
application stations 20 and 22 and/or one or more of the operator stations 18 and 44. 
In one example implementation, the client 204 may utilize a web browser framework 
(e.g., Internet Explorer) or the like to access one or more of the services 206, 208, and 
210 provided by the server 202. However, any other desired software framework may 
be used instead of or in addition to such a web browser framework. More generally, 
the client 204 may represent any desired application within the example process 
control system 10 (FIG. 1). Thus, the client 204 may, for example, be a configuration 
application, a maintenance application, a monitoring application, a process control 
application, and/or any other application or combination of applications. As 
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described in greater detail below in connection with FIGS. 14 and 15, the client 204 
(i.e., the client application(s)) may include display functionality (e.g., graphical user 
interface functionality) to enable one or more system operators, engineers, and/or any 
other users to view and/or change process control data during configuration 
operations, runtime, etc. 

[0043] While the example architecture 200 of FIG. 2 depicts a single server in 
communication with a single client, additional servers and clients may be used if 
desired. For example, in some implementations, the client 204 may communicate 
with, interoperate with, and/or access services in more than one server. Likewise, in 
these implementations or other implementations, the example server 202 (or other 
individual servers) may communicate with and/or interoperate with multiple clients. 
Additionally, it should be recognized that the client 204 may communicate with 
another system and function as a server for purposes of those communications. 
Likewise, in the case that the sever 202 communicates with a system other than the 
client 204, it may function as a client for those communications. Further, while the 
services 206, 208, and 210 are depicted as being implemented within the server 202, 
one or more of the services 206, 208, and 210 may instead be implemented on the 
client 204. 

[0044] Thus, with the example service-oriented architecture 200 of FIG. 2, the 
services 206, 208, and 210 are substantially decoupled (e.g., in terms of data 
dependencies) from one another and from applications that make use of (e.g., call) the 
services 206, 208, and 210. Such decoupling advantageously enables the software 
associated with each of the services 206, 208, and 210 to be independently modified 
or versioned and released for field use without having to modify or version the 
application(s) that are utilized by the client 204 and which access the services 206, 
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208, and 210. Likewise, the application(s) associated with the client 204 may be 
independently modified or versioned without having to modify or version the services 
206, 208, and 210, as long as the application(s) associated with the client 204 adhere 
to or are compatible with the interfaces 212, 214, and 216 of the respective services 
206, 208, and 210. Thus, instead of statically defining relationships between the 
applications associated with the client 204 and one or more of the services 206, 208, 
and 210 by fixing such relationships (i.e., creating data dependencies) at the time the 
software associated with the applications and/or the services 206, 208, and 210 is 
generated, the example architecture 200 of FIG. 2 allows such relationships to be 
established dynamically at runtime. 

[0045] As described in greater detail below, the example service-oriented 
architecture 200 may provide a variety of core services and functions. Specifically, 
the example architecture 200 may provide a discovery service for registering and 
locating services within the example process control system 10 (FIG. 1). The 
example architecture 200 may also provide a session service for enabling logging into 
and out of one or more of the applications associated with the client 204, runtime 
services for providing access to local and remote runtime information, database 
services for accessing various process control databases, and a version control service 
for storing and retrieving versioning information associated with services and/or 
applications used within the example process control system 10 (FIG. 1). 
Additionally, the example architecture 200 may provide an historian service for 
querying for historical information, an historian scanner service, which requires 
interaction with the runtime and historian services, alarms and events services that 
enable reading of alarm information, and OLE for process control (OPC) data 
services. A more detailed description of each of the example services noted above is 
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provided below. However, it should be understood that other services in addition to 
those specifically described herein and/or alternative to those described herein may be 
used if desired. Further, it should be recognized that preferably, but not necessarily, 
the services 206, 208, and 210 are typically associated with process control data 
gathering and processing functions with which a system user (e.g., a system operator, 
engineer, etc.) does not interact directly. Rather, such services (e.g., the services 206, 
208, and 210) typically provide their data to (or receive data from) a client application 
with which a user interacts (e.g., a runtime graphical user interface). Further, such 
services (e.g., the services 206, 208, and 210) typically provide information or data 
that is useful to multiple client applications. For example, a service providing access 
to a process control database may be useful to multiple client applications such as, for 
example, graphical user interfaces providing information relating to process control 
system operation, maintenance, history, etc. By separating the service-like functions 
(e.g., database access functions) from client-related functions (e.g., user interface 
functions), graphical user interfaces and the like can be versioned, modified, etc. 
without having to modify the services with which the graphical user interface 
exchanges data. Likewise, the services can be versioned or modified and/or new 
services can be added without having to modify the applications providing the 
graphical user interface functionality. 

[0046] FIG. 3 is a diagram representing the relationship between an example 
discovery service 300 that may be provided by the example architecture 200 of FIG. 2 
and a runtime server 302. In general, the example discovery service 300 provides a 
service registration function 304, a service location function 306, and a service 
publication function 308. 
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[0047] As depicted in FIG. 3, the discovery service 300 and, thus, the registration, 
location, and publication functions 304, 306, and 308 cooperate with a data access 
service 310 provided by the runtime server 302. The data access service 310, which 
is one of a plurality of services provided by the runtime server 302 discussed below in 
connection with FIG. 7, provides an interface to enable querying for information 
relating to the services that may be installed on each node (e.g., each server) within a 
process control system (e.g., the example system 10 of FIG. 1). 
[0048] Services may be located and/or registered using uniform resource 
identifiers (URI's). Such URI's may take the form of an address including a server 
identifier field, a port field, a path identification field, and/or a query string. 
However, any other desired URI format may be employed to achieve identical or 
similar results. Some example URI formats (i.e., an identity role, an http address, and 
a custom http address) are shown below. 

Identity Role 

Soap://www.contoso.com:ppp/whatsnew.aspx?date=today 

! j | (-optional query string 

| | |-path identifier 

I I-Port 
|-server identifier 

Transport address for http 

Soap.http://www.contoso.com:ppp/whatsnew.aspx?date=today 

| | | |-optional query string 

| | (-path identifier 

I |-P°rt 
[-server identifier 
|-scheme identifier 

Custom Transport address 
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Soap.starburn://hostname:pppp/whatsnew.aspx?date=today 

| 111 |-optional query string 

| | | |-path identifier (our service names) 

I I I-Port 

j |-server identifier 

(-scheme identifier 

[0049] FIG. 4 is a flow diagram depicting one manner in which the example 
discovery service 300 (FIG. 3) and its hosting discovery server 312 collaborate or 
interoperate with the data access service 310 and its hosting runtime server 302. In 
general, the process depicted in FIG. 4 enables one or more runtime services (e.g., the 
example runtime services 700 of FIG. 7) to be registered via the discovery server 312. 
Turning in detail to FIG. 4, a registration process 400 begins when a workstation (e.g., 
an operator station, application station, etc.) boots (block 402). The workstation then 
instantiates or starts the discovery server (e.g., the discovery server 312 of FIG. 3) 
(block 404) which, in turn, starts the discovery service (e.g., the discovery service 300 
of FIG. 3) (block 406). Upon starting the discovery service at block 406, the 
discovery server (which hosts the discovery service) publishes URTs previously 
registered with the discovery service, 

[0050] After starting the discovery service at block 406, the workstation starts the 
runtime server(s) (block 408). Then, the runtime server(s) create a discovery proxy 
by creating a URI placeholder and associating a port with (or allocating a port to) the 
URI (block 410). The port number allocated at block 410 is then passed to the 
discovery service (block 412). 

[0051] After sending the port number to the discovery service at block 412, the 
runtime server(s) build a URI to be registered using the port number allocated at block 
410 (block 414) and then publish the URI to be registered to the runtime service 
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(block 416). The process 400 then registers the URI published at block 416 to the 
discovery service via a discovery proxy (block 418). 

[0052] FIG. 5 is an example process 500 by which the discovery service may 
locate a service (e.g., determine a URI for a desired service). The example process 
500 begins when a client application is started (block 502). The client application 
then creates a placeholder for the URI to be determined (block 504) and calls the 
locate function within the discovery service (passing the name of the service to be 
located) via a discovery proxy (block 506). The URI of the service to be located 
returned to the client application as a result of the operation at block 506 is then used 
to start the located service via a service proxy (block 508). 
[0053] FIG. 6 is a diagram depicting an example implementation of a session 
service 600. In general, the example session service 600 loads into each client 
application and tracks the privileges associated with the application and user invoking 
the application. Thus, each service server described herein includes a session service 
that coordinates access to the services provided by the server and validates security 
credentials associated with a user/client application combination requesting access to 
one or more of the services provided by the server. 

[0054] In operation, a client application connects to a server using a specific URI 
and requests a session service interface. The session service interface provides both 
login and logout functions. When the login function is called, security validations are 
performed based on the requesting client application and user identity and, if security 
validations are acceptable, a session handle is returned and the requesting client 
application is connected to a runtime session. If the client application requests 
connection to another (e.g., an additional) service provided by the server, the client 
application passes in the session handle to the server and the server uses the session 
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handle to internally add another service to the session associated with that client 

application. When the logout function is called, all services that have not been 

» 

explicitly closed by the client application are closed. 
[0055] Now turning in detail to FIG. 6, the example session service 
implementation 600 includes a client process 602, a database process 604, and a 
runtime process 606. The client process 602 may include one or more applications 
running on, for example an application station (e.g., the example application station 
20 of FIG. 1), an operator station (e.g., the operator station 18 of FIG. 1), and/or any 
other system capable of executing machine readable instructions, code, or software. 
The database process 604 may be performed in whole or part via a database server 
608, and the runtime process 606 may be performed in whole or part via the runtime 
server 302 (FIG. 3). 

[0056] As depicted in FIG. 6, the client process 602 of the example session service 
600 includes a plurality of client applications 610 and 612 having respective session 
service proxies_614 and 616, which correspond to session service instances 618 and 
620 within the database server 608. Additionally, each of the example applications 
610 and 612 associated with the client process 602 requires database access and, thus, 
include respective proxies 622 and 624 associated with data access service instances 
626 and 628 provided by the database server 608. The example client process 602 
also provides a proxy 630 associated with a download service 632 that may be 
provided by the database server 608. The database server 608 further includes a 
session manager 634 that tracks and/or manages the active sessions (e.g., the sessions 
618 and 620) within the database server 608. 

[0057] The sessions 618 and 620 and the download service 632 within the 
database server 608 are operatively associated with respective instances 636, 638, and 
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640 in the runtime server 302 via respective proxies 642, 644, and 646. A machine 
terminal session 648 manages the sessions 636 and 638, holds a session object 650, 
and interoperates with a security service 652 to perform the above-noted security 
validation operations for the session object 650. 

[0058] Thus, as can be seen in the example implementation of FIG. 6, each client 
application may interoperate with one or more services provided by one or more 
servers. More specifically, to the extent a client application requires access to a 
process control database, that client application establishes a session (e.g., a 
communication link) with a sever providing the required database access service(s). 
For example, in the example implementation of FIG. 6, the application 610 
establishes a session (e.g., via the session service 618) in the database server 608 and 
makes use of the DataAccess service 626 in the database server 608. In this way, a 
client application can be implemented using a plurality of loosely coupled (or 
substantially data independent) services, each of which may be hosted on a different 
server. The client applications then communicate with services as needed by each of 
the applications via one or more proxies and one or more session service objects in 
each of the hosting servers, 

[0059] FIG. 7 is a more detailed diagrammatic view of runtime services 700 that 
may be provided by the runtime server 302 (FIG. 3). In general, the runtime services 
700 provide access to local and remote runtime process control information. As 
shown in FIG. 7, the runtime services 700 may include the data access service 310, an 
upload service 704, a Fieldbus commissioning service 706, a runtime session service 
708, a download service 710, a commissioning service 712, a subsystem service 714, 
and a download listener service 716. 
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[0060] The data access service 310 provides functions that enable the reading and 
writing of parameters in a runtime database (e.g., a runtime database containing 
process control parameter values within the example process control system 10 of 
FIG. 1). Additionally, the data access service 310 enables the enumeration of 
collections of items (e.g., commissioned controller nodes) in the runtime database. 
[0061] The upload, download, and download listener services 704, 710, and 716 
enable the uploading and downloading of data to the runtime database, the Fieldbus 
commissioning and commissioning services 706 and 712 enable the commissioning of 
field devices within the runtime database, and the runtime session service 708 
performs security functions in cooperation with the machine terminal session 720 and 
the server session service 718 in the manners described above in connection with the 
example implementation of FIG 6. 

[0062] FIG. 8 is a more detailed diagrammatic view of example database services 
800 that may be provided by the database server 608. As shown in FIG. 8, the 
database services 800 may include a data access service 802, a download service 804, 
an upload service 806, a Fieldbus commissioning service 808, an import service 810, 
an export service 812, a commissioning service 814, a database administration service 
816, and a version control service 820. The data access service 802 provides 
functions to query and update a database. The data access service 802 also provides a 
command function that allows commands issued by a client application to be executed 
against the database in the database server 608. Each command may include a 
plurality of navigation and update operations to be applied to the database. 
Additionally, each command may execute in a single database transaction. The 
commands are composed in the application and conveyed as strings that are, in turn, 
interpreted (e.g., compiled and executed) as scripts in the database server 608. 
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Preferably, but not necessarily, the commands are parameterized so that a common 
script can be used for all similar operations. The database server 608 may cache and 
pre-compile scripts to enhance execution speed. In one particular example, an update 
command sent to the database server 608 by a client application may trigger a 
callback to the client interface if version control actions (i.e., version control services) 
are needed. Any updates available are collected from the database within -the database 
server 608 following execution of the command and its synchronous return to the 
calling routine. 

[0063] The download service 804 may be implemented as an interface that 
supports sequencing in the database server 608. The download service 804 interface 
provides functions to add items to a download list, check and perform uploads, to 
check dependencies, verify downloads, and to send download items to a target 
system. The download service 804 may be configured to interoperate (e.g., as shown 
in FIG. 6) with the runtime data access service 702 (FIG. 7) to perform uploads. The 
download service 804 may also interoperate with the runtime commissioning service 
712 (FIG. 7) to ensure that devices are commissioned, and may interoperate with the 
runtime download service 710 (FIG. 7) to convey download scripts. 
[0064] The import service 810 may also be implemented as a sequenceable 
interface in the database server 608. The import service 810 may provide functions to 
specify an import file, specify import options, and to import the requested data. The 
interface of the import service 810 may also provide a callback that enables the 
calling client to read the import file for the server 608 and to report the progress of the 
import. 

[0065] The export service 812 is may also be implemented as a sequenceable 
interface. The export service 812 may include an interface that enables the export 
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service 812 to add items to an export list and then perform the export. Additionally, 
the export service 812 may provide a callback interface on the calling client 
application that enables the client application to write the export file for the server and 
report the progress of the export. 

[0066] The database administration service 816 provides functions that enable the 
creation, deletion, backup, and restoration of databases. The version control service 
820 provides functions that enable the administration of versions (e.g., different 
versions of services). 

[0067] FIG. 9 is a diagram depicting an example manner in which a version 
control server 900, a version server 902, and the database server 608 may 
interoperate. As depicted in FIG. 9, the version control server 900 includes a plurality 
of version control services 904. The version control services 904 may include an 
administration service 906 and a version service 908. 

[0068] FIG. 10 is a diagrammatic view of an example history server 1000 that may 
provide a plurality of history services 1002. The history services 1002 may include a 
data access service 1004, an import service 1006, a data write service 1008, an export 
service 1010, an administration service 1012, and an audit service 1014. In general, 
the history services 1002 enable client applications to access or query for historical 
process control information. More specifically, the data access service 1004 enables 
the reading of history information over a specified time period, writing history 
information including time information (e.g., time stamps) and comments, and 
updating history information including time information and comments. The import 
service 1006 enables the importing of information within a specified file. The data 
write service 1008 may be called to write data to the history server database. The 
export service 1010 may be called to export a file. The administration service 1012 
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provides functions that enable the administration of history information such as, for 
example, creating, deleting, and moving archives of historical data. 
[0069] FIG. 11 is a diagram depicting an example history scanner server 1 100 and 
the manner in which the history scanner server 1 100 may interoperate with the 
runtime services 702 (FIG. 7) and history services 1002 (FIG. 10). As depicted in 
FIG. 1 1, the history scanner server 1 100 does not provide any of its own services but, 
rather, uses the runtime services 702 and history service 1002. 
[0070] FIGS. 12 and 13 depict an alarms and events server 1200 and an OPC data 
server 1300, respectively. The alarms and events server 1200 provides a plurality of 
services 1202 including a data access service 1204, an administration service 1206, 
and a configuration service 1208. The OPC data server 1300 provides a plurality of 
services 1302 including a data access service 1304, an administration service 1306, 
and a configuration service 1308. 

[0071] FIG. 14 depicts an example of one manner in which the example service- 
oriented architecture described herein may be used to link or bind user interface 
display graphics associated with client applications to variables, scripts, and/or data 
services or sources. As depicted in FIG. 14, one or more data services 1400 such as, 
for example, an historian data service 1402, a runtime service 1404, and/or any other 
data services 1406, some of all or which may be implemented in a manner similar to 
or identical to the example services discussed above in connection with FIGS. 2, 3, 
and 7-13, may be linked, communicatively coupled, or otherwise operatively coupled 
to one or more runtime processes 1408. The runtime processes 1408 may include any 
desired runtime processes or applications. However, in the example of FIG. 14, the 
runtime processes 1408 include a graphical user interface or display application 1410 
that enables a user to view and/or modify process control data such as, for example, 
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process control parameter values, historical process-related information, trend 
information, maintenance information, alarm or alert information, etc. 
[0072] As is also depicted in FIG. 14, the communicative coupling or linkage 
between the runtime processes 1408 and the data services 1400 is implemented using 
data binding operations or processes 1412 and data source(s) operations or processes 
1414. In general, the runtime processes 1408, the data binding processes 1412, and 
the data sources processes 1414 may be performed by, for example, the client 204 
(FIG. 2) and the data services 1400 may, for example, be performed by the server 202 
(FIG. 2). More specifically, the processes associated with the client 204 (FIG. 2) 
including the runtime processes 1408, the data binding processes 1412, and the data 
sources processes 1414 may be implemented using the Avalon operating system 
framework provided by Microsoft Corporation. The Avalon framework is well 
known and, thus, only certain aspects of the Avalon framework are discussed to 
facilitate an understanding of the example apparatus, methods, and articles of 
manufacture described herein. Further, it should be understood that while the Avalon 
framework provided by Microsoft Corporation is one particularly useful framework 
for implementing the examples described herein, any other suitable software 
framework could be used instead of or in addition to the Avalon framework. 
[0073] Turning in more detail to FIG. 14, the data binding-related processes 1412 
include a resource manager 1416, which creates and tracks variables, scripts, and 
references to data sources as described in greater detail below. Each display (e.g., the 
display 1410) is managed by its own resource manager instance (e.g., the resource 
manager 1416). As shown in FIG. 14, the example display 1410 includes graphical 
elements 1418 and associated properties 1420, which are associated with one or more 
variables 1422, scripts (i.e., executable software scripts) 1424, and data source 
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references 1426 that are, in turn, coupled, linked, or bound via one or more bindings 
or binding object(s) 1428 of a context 1430 to one or more of the data services 1400. 
The binding object 1428 may include a string representation of the location of a 
specific data item within a data source (e.g., one or more of the data services 1400) 
and, thus, the binding object 1428 is specific to a data source. Additionally, the string 
representation may contain a reference to an alias, which may be changed during 
runtime. As shown, the context 1430 is also coupled to a runtime data source 1431 
and a data source manager 1432, which is discussed below. 

[0074] As depicted in FIG. 14, the resource manager 1416 receives a data context 
from the display 1410. In general, the data context is composed of the properties 
1420 used by the display 1410 when rendering the elements 1418. The resource 
manager 1416 is configured to map, relate, or otherwise associate the properties 1420 
associated with the data context to appropriate ones of the variables 1422, scripts 
1424, and references 1426. Additionally, the resource manager 1416 may be further 
configured to map, relate, or otherwise associate the properties 1420 to one or more of 
the data services 1400 via the bindings 1428, the context 1430, and the data source 
manager 1432. The mappings used by the resource manager 1416 to relate the 
properties 1420 of the display 1410 to the variables 1422, the scripts 1424, the 
references 1426, and/or the data services 1400 can be established during a system 
configuration operation by, for example, a configuration engineer or any other system 
user. Thus, in contrast to many known process control system displays or user 
interfaces, the runtime characteristics of the display 1410 or, more generally, the 
runtime processes 1408, are not statically defined by the software composing the 
applications associated with the runtime processes 1408. On the contrary, the 
resource manager 1416 is configured to establish the relationships between the 
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properties 1420 of the display 1410 and one or more of the variables 1422, the scripts 
1424, the references 1426, and the data sources 1400 at runtime. 
[0075] In operation, the resource manager 1416 may receive information related to 
a change in a variable, value, textual name, etc. In some cases, the data change may 
be conveyed via a change in the data context that is provided to the resource manager 
1416. More specifically, in those cases, a user-initiated change to one or more of the 
properties 1420 may invoke one or more of the scripts 1424 to cause one or more of 
the values associated with the variables 1422 and7or the references 1426 to change. In 
cases where the changes are related to data stored in one or more of the data services 
1400, changes to the objects managed by the resource manager 1416 may then be 
automatically propagated to an appropriate one or more of the data services 1400 via 
the bindings 1428 and the context object 1430. In other cases, data changes may 
occur within one or more of the data services 1400 (e.g., as a result of a change in 
process variable value) and the changes may be automatically propagated via the 
context 1430 and bindings 1428 to appropriate ones of the properties 1420 via the 
mapping functionality provided by the resource manager 1416. 
[0076] The data source manager 1432 creates and manages context objects (e.g., 
the context object 1430), which are used to maintain client state information relating 
to a collection of binding objects (e.g., the binding object 1428) associated with a data 
source. In the case of displays associated with a graphical user interface, there is a 
one-to-one correspondence between the context objects and the displays. In other 
words, there is one context per display and each context contains only the bindings 
associated with that display. Thus, in the example of FIG. 14, the context object 1430 
corresponds uniquely to the display 1410. 
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[0077] A context object also provides data update mechanisms, one of which is 
event based and initiates updates in response to each and every event, and another of 
which is collated in nature and collects a plurality of data change events and 
periodically (e.g., based on a timer) initiates updates by sending a list of changed 
binding items to a data source in response to the timer. Of course, responding 
individually to each event may impair performance (e.g., slow responsiveness) of the 
runtime processes 1408 and/or the overall process control system (e.g., the process 
control system 10 of FIG. 1) if there is a relatively large number of events to process. 
Thus, responding periodically to a list of dirty bindings (e.g., collected bindings for 
which data has changed but has not yet been passed to a runtime process) may 
improve overall performance. Connections between the context object 1430 and the 
data services 1400 may be implemented using, for example, the Indigo framework 
provided by the Microsoft Corporation. 

[0078] Although the flow of change information associated with the example of 
FIG. 14 is described as being initiated at the display 1410 and automatically 
propagated to one or more of the data services 1400 via the resource manager 1416, 
the binding 1428, the data source manager 1432, and the context 1430, data change 
information could alternatively or additionally be automatically propagated from one 
or more of the data services 1400 to the display 1410. 

[0079] FIG. 15 depicts an example of one manner in which user interface display 
graphics may be linked or bound to data services or sources. As depicted in FIG. 15, 
a display (e.g., an application or other runtime entity that provides a display) 1502 
includes a display element or graphic 1504 which, in turn, is associated with a 
parameter or display content 1506. The display 1502 may be a user interface 
associated with one or more process control-related applications and, in that case, the 
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graphic 1504 may be a process control -related graphic such as, for example, a text 
box for holding a process control value, a graphic representation of a process control 
device such as a pump, valve, etc. The display content 1506 may include textual 
information (e.g., in the case that the display graphic 1504 is a text box), a color (e.g., 
one of a plurality of fill colors) representative of a process condition (e.g., red may be 
indicative of a parameter value that is approaching or that has exceeded a 
predetermined limit and/or the need to take corrective action, a rotational speed of a 
graphic element (e.g., a fan or pump impeller), a three dimensional view of a motor or 
other device vibrating, moving, etc., and/or any other content. 
[0080] The display 1502 is communicatively or operatively coupled to a resource 
manager instance 1508 which is, in turn, is communicatively or operatively coupled to 
a process context 1510 and a process binding 1512. The process context 1510 may be 
configured to provide collated data change notifications or event driven data change 
notifications to the process binding 1512. The process binding 1512 may reference 
data in a fixed memory location within a data source or service and/or may reference 
an alias for data in a data source or service. The process binding 1512 is 
communicatively or operatively coupled to the display content 1506 via a binding 
object 1514. 

[0081] In operation, the resource manager 1508 holds a data context or parameters 
used by the display 1502 to render the display graphic 1504 and the display content 
1506. The resource manager 1508 maps, relates, or otherwise associates at least one 
of the properties associated with the display 1502 to data provided by the process 
context 1510, which provides a data landing site for data stored within a data service 
(e.g., one of the data services 1400 shown in FIG. 14). In other words, the process 
context 1510 may be implemented using a context object such as, for example, the 
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context object 1430 (FIG. 14) and, thus, functions to operatively or communicatively 
couple information from a data service or other data source to the resource manager 
1508 and ultimately the display content 1506 and, thus, the display 1502. The process 
context 1510 may be configured to send data change information to the process 
binding 1512 in a collated manner (e.g., periodically send a collection of changed data 
information) to the process binding 1512 or in response to each data change event. 
The process context 1510 is configured to receive information from the resource 
manager 1508 informing the process context 1510 of the data for which the resource 
manager 1508 requires change notifications. Thus, the process context 1510 may be 
configured to provide only data change notifications relating to data associated with 
the data context of the display 1502 held by the resource manager 1508. In any case, 
the when the process binding 1512 receives notification from the process context 
1510 that one or more data values have changed, the process binding 1512 binds (via 
the binding 1514) the new value(s) to the display content 1506 and then provides a 
change notification to the resource manager 1508. Upon receiving the change 
notification from the process binding 1512, the resource manager 1508 calls a 
property change method on the display 1502, thereby causing the display 1502 to 
update to incorporate the newly bound data. 

[0082] The functional blocks or operations described herein may be implemented 
using any desired combination of software, firmware and hardware. For example, one 
or more microprocessors, microcontrollers, application specific integrated circuits 
(ASICs), etc. may access instructions or data stored on machine or processor 
accessible storage media to carry out the methods and to implement the apparatus 
described herein. The storage media may include any combination of devices and/or 
media such as, for example, solid state storage media including random access 
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memory (RAM), read-only memory (ROM), electrically erasable programmable read- 
only memory (EEPROM), etc., optical storage media, magnetic storage media, etc. In 
addition, software used to implement the functional blocks may additionally or 
alternatively be delivered to and accessed by the processor or other device or devices 
executing the software via the Internet, telephone lines, satellite communications, etc. 
[0083] FIG. 16 depicts an example processor system 1602 that may be used to 
implement the apparatus and methods described herein. The example processor- 
based system 1602 may be, for example, a server, a personal computer, or any other 
type of computing device. 

[0084] The processor 1600 may, for example, be implemented using one or more 
Intel® microprocessors from the Pentium® family, the Itanium® family or the 
XScale® family. Of course, other processors from other families and companies are 
also appropriate. The processor 1600 is in communication with a main memory 
including a volatile memory 1604 and a non-volatile memory 1606 via a bus 1608. 
The volatile memory 1604 may be implemented by Synchronous Dynamic Random 
Access Memory (SDRAM), Dynamic Random Access Memory (DRAM), RAMBUS 
Dynamic Random Access Memory (RDRAM) and/or any other type of random 
access memory device. The non-volatile memory 1606 may be implemented by flash 
memory and/or any other desired type of non-volatile memory device. Access to the 
memory 1604 is typically controlled by a memory controller (not shown) in a 
conventional manner. 

[0085] The system 1602 also includes an interface circuit 1610. The interface 
circuit 1610 may be implemented by any type of well-known interface standard to, for 
example, enable the system 1602 to communicate via one or more of the links 24, 32, 
40, 42, 46, and 48 of FIG. 1. 
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[0086] The system 1602 also includes one or more mass storage devices 1618 for 
storing software and/or data. Examples of such mass storage devices include floppy 
disk drives, hard drive disks, compact disk drives and digital versatile disk (DVD) 
drives. 

[0087] Although certain methods and apparatus and articles of manufacture have 
been described herein, the scope of coverage of this patent is not limited thereto. To 
the contrary, this patent covers all methods, apparatus and articles of manufacture 
fairly falling within the scope of the appended claims either literally or under the 
doctrine of equivalents. 
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What is claimed is: 

1. A method of conveying process control information between a client 
process and a server process in a process control system, comprising: 

establishing the server process including a plurality of process control 
services, each of which has a corresponding service interface; 

establishing the client process having a proxy for each of the plurality of 
services to which the client process establishes a communicative connection; and 

providing endpoint information associated with the service interfaces to the 
client process to enable the conveyance of process control information between the 
client process and the server process, 

2. A method as defined in claim 1, wherein establishing the server 
process comprises executing software on a processor-based system to provide a 
server. 

3. A method as defined in claim 1, wherein establishing the server 
process including the plurality of process control services comprises establishing at 
least one of a discovery service, a session service, a runtime service, a database 
service, a versioning service, an historian service, an alarms and event service, or an 
OPC data service. 

4. A method as defined in claim 1, wherein establishing the client process 
comprises executing software on a processor-based system to provide a client 
application. 
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5. A method as defined in claim 4, wherein the client application 
comprises at least one of a browser application, configuration application, a 
maintenance application, or a diagnostic application. 

6. A method as defined in claim 1, wherein providing the endpoint 
information associated with the service interfaces to the client process comprises 
providing a uniform resource identifier to the client process. 

7. A method as defined in claim 1, wherein providing the endpoint 
information associated with the service interfaces to the client process comprises 
calling a discovery service that locates the endpoint information. 

8. A method as defined in claim 7, wherein providing the endpoint 
information associated with the service interfaces to the client process comprises 
receiving a uniform resource identifier from the discovery service. 

9. A method as defined in claim 1, further comprising establishing a 
session for the client process in the server process based on the endpoint information 
and at least one of the proxies. 

10. A method as defined in claim 1, further comprising establishing 
another server process and conveying information between the client process and the 
other server process. 
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11. An apparatus for conveying process control information between a 
client process and a server process in a process control system, comprising: 

a processor coupled to a memory and programmed to: 

establish the server process including a plurality of process control 

services, each of which has a corresponding service interface; 

establish the client process having a proxy for each of the plurality of 

services to which the client process establishes a communicative connection; and 

provide endpoint information associated with the service interfaces to 

the client process to enable the conveyance of process control information between 

the client process and the server process. 

12. An apparatus as defined in claim 11, wherein the processor is 
programmed to establish the server process including the plurality of process control 
services by establishing at least one of a discovery service, a session service, a 
runtime service, a database service, a versioning service, an historian service, an 
alarms and event service, or an OPC data service. 

13. An apparatus as defined in claim 11, wherein the processor is 
programmed to establish the client process by executing software to provide a client 
application. 

14. An apparatus as defined in claim 13, wherein the client application 
comprises at least one of a browser application, configuration application, a 
maintenance application, or a diagnostic application. 

15. An apparatus as defined in claim 1 1, wherein the processor is 
programmed to provide the endpoint information associated with the service 
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interfaces to the client process by providing a uniform resource identifier to the client 
process. 

16. An apparatus as defined in claim 11, wherein the processor is 
programmed to provide the endpoint information associated with the service 
interfaces to the client process by calling a discovery service that locates the endpoint 
information. 

17. An apparatus as defined in claim 16, wherein the processor is 
programmed to provide the endpoint information associated with the service 
interfaces to the client process by receiving a uniform resource identifier from the 
discovery service. 

18. An apparatus as defined in claim 11, wherein the processor is 
programmed to establish a session for the client process in the server process based on 
the endpoint information and at least one of the proxies. 

19. An apparatus as defined in claim 11, wherein the processor is 
programmed to establish another server process and convey information between the 
client process and the other server process. 
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20. A machine readable medium having instructions stored thereon that, 
when executed, cause a machine to: 

establish a server process including a plurality of process control 
services, each of which has a corresponding service interface; 

establish a client process having a proxy for each of the plurality of 
services to which the client process establishes a communicative connection; and 

provide endpoint information associated with the service interfaces to 
the client process to enable the conveyance of process control information between 
the client process and the server process. 

21. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to establish the server process 
including the plurality of process control services by establishing at least one of a 
discovery service, a session service, a runtime service, a database service, a 
versioning service, an historian service, an alarms and event service, or an OPC data 
service. 

22. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to establish the client process by 
providing a client application. 

23. A machine readable medium as defined in claim 22, wherein the client 
application comprises at least one of a browser application, configuration application, 
a maintenance application, or a diagnostic application. 
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24. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to provide the endpoint information 
associated with the service interfaces to the client process by providing a uniform 
resource identifier to the client process. 

25. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to provide the endpoint information 
associated with the service interfaces to the client process by calling a discovery 
service that locates the endpoint information. 

26. A machine readable medium as defined in claim 25, wherein the 
instructions, when executed, cause the machine to provide the endpoint information 
associated with the service interfaces to the client process by receiving a uniform 
resource identifier from the discovery service. 

27. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to establish a session for the client 
process in the server process based on the endpoint information and at least one of the 
proxies. 

28. A machine readable medium as defined in claim 20, wherein the 
instructions, when executed, cause the machine to establish another server process 
and convey information between the client process and the other server process. 
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29. An apparatus for communicating process control information, 
comprising: 

a server having a communication port and a plurality of service interfaces and 
process control services corresponding to the service interfaces; and 

a client having a plurality of service interface proxies, each of which 
corresponds to one of the plurality of service interfaces and each of which is 
configured to communicate process control information via the communication port. 

30. An apparatus as defined in claim 29, wherein the communication port 
is associated with a uniform resource identifier. 

31. An apparatus as defined in claim 29, wherein the plurality of process 
control services comprises at least one of a discovery service, a session service, a 
runtime service, a database service, a versioning service, an historian service, an 
alarms and events service, or an OPC data service. 

32. An apparatus as defined in claim 29, further comprising another server 
configured to provide another plurality of services to the client. 

33. An apparatus as defined in claim 29, wherein the client comprises at 
least one process control application configured to interoperate with at least one of the 
plurality of process control services. 
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34. A method of registering a process control service within a process 
control system, comprising: 

establishing a discovery service within the process control system; 

using a runtime server to allocate a port number and to create an identifier 
associated with the process control service; and 

registering the process control service within the process control system by 
conveying the port number and the identifier from the runtime server to the discovery 
service via a discovery proxy. 

35. A method as defined in claim 34, wherein the process control service 
comprises at least one of a session service, a runtime service, a database service, a 
versioning service, an historian service, an alarms and event service, or an OPC data 
service. 

36. A method as defined in claim 34, wherein the identifier comprises a 
uniform resource identifier. 

37. A method of binding information to a runtime application, comprising: 
providing a data context associated with the runtime application to a resource 

manager; 

associating via the resource manager at least one property from the data 
context with at least one of a variable, a script, or a data source reference; and 

binding the at least one property to the at least one of the variable, the script, 
or the data source. 

38. A method as defined in claim 37, further comprising using a context 
object to bind the at least one property to the data source reference. 



43 



WO 2005/107410 PCT7US2005/015394 

39. A method as defined in claim 37, wherein the runtime application 
comprises a graphical user interface. 

40. A method as defined in claim 37, wherein the data source comprises a 
runtime service. 

41. A method of updating a graphical user interface, comprising: 
binding a data source value to a parameter associated with the graphical user 

interface; 

providing a data change notification associated with the parameter to a 
resource manager; and 

calling, via the resource manager, a method associated with the graphical user 
interface to cause the graphical user interface to update to reflect a data change 
corresponding to the change notification. 

42. A method as defined in claim 41, wherein the data source value and the 
graphical user interface are associated with a process control system. 

43. A method as defined in claim 41, further comprising binding at least 
one of a variable or a script to the parameter associated with the graphical user 
interface. 

44. A method as defined in claim 41, wherein the parameter corresponds to 
content associated with a display graphic for the graphical user interface. 



44 



WO 2005/107410 



1/16 



PCT/US2005/015394 



r 



10 



44 



REMOTE OPERATOR 
STATION 



46 



20 



48 



50 



ACTIVE 
APPLICATION 
STATION 



22 



18 



STANDBY 
APPLICATION 
STATION 



/- 



I 



OPERATOR 
STATION 



36 



1 



^=24 

40-^ 




FIELD 
DEVICE 



I 



I 



CONTROLLER 



16- 
34 



I 



I/O DEVICE 



26 



3. 



FIELD 
DEVICE 



FIELD 
DEVICE 



38 



30 



FIELD 
DEVICE 



32 



28 



FIELD 
DEVICE 



FIG. 1 



WO 2005/107410 



2/16 



PCT/US2005/015394 



r 



200 



202 



SERVER 9in 
206 — v 208 — v 210 



Service 1 



Service 2 



Service N 



212 




216 



Port 



218 



204 




Service 




Service 




Service 


Proxy 1 




Proxy 2 


• • • 


Proxy N 



220 ^ 222 



224 



CLIENT 



FIG. 2 



WO 2005/107410 



3/16 



PCT/US2005/015394 



312 



Discovery Server 



«service» 
Discovery 

{Node Name, {Local 
Servers}} 



registerService- 
locateService" 
publishService- 



300 




Runtime Server 



302 



«service» 
DataAccess 



Open(SessionH, callback) 
Close 

AddGroup(GroupName, GroupH) 
Addltem(GroupH,{ltem}, A ltemH) 
Readltem(ltemH) 
Writeltem(ltemH) 
SynchRead(ltemH) 
SynchWrite(ltemH) 
RemoveGroup(GroupH) 
BroadcastrLocate"."ServiceName") 



310 



FIG. 3 



WO 2005/107410 



4/16 



PCT/US2005/015394 



C 



Register Service 




400 



Boot Workstation 



I 



Start Discovery Server 



Start Discovery Service 



Start Runtime Server(s) 



Create Discovery Proxy 

i 



r 



Send Port to Discovery Sen/ice 



Build URI 




r 


Publish URI to Runtime 




r 


Register URI 


i 





c 



402 



404 



406 



End/Return 



408 



410 



412 



414 



-416 



418 



FIG. 4 



WO 2005/107410 



5/16 



PCT/US2005/015394 



C 



500 



Locate Service 



1 




Start Client Application ' 




f 


Create URI Placeholder / 


i 




Locate Service / 






Start Service 




r 



c 



502 



504 



506 



508 



End/Return 



FIG. 5 



WO 2005/107410 



6/16 



PCT/US2005/015394 




WO 2005/107410 



PCT/US2005/015394 



7/16 



CM 
O 
CO 



Q) 
CO 

E 

C 



o 
o 



(/> 
O 

to 
E 




8 



o <^ 
"2 w 0) 0) 

Q (0 (A *D 



-8 



CD 
T3 
O 



J c ^ffl c S ? 



V 
V 



CD 
Q. 

O 



E O 
B 

"3 
CD 



CO 

O 



cu 

Q. 



CD ^ 
U CD 
> O 

^ © *5 

o o cd id 
i/> "oj <d o c 
.«? w w > o 

p © o QJ © 

| {2,0 o 



CO 



5 * si 
° is 

c5° 



co 

Q> 

If 

_ 0) 

o. 

-slii 

Q of 8 



CO 

oi 
c 

CO 



S 



i a 

E S 

O Q_ 
m (D 

Q O 
O 



E 
E 

1 

JO 
Ol 

& 



A 
A 



CD 
T3 
O 

Z 
•O -r 



c 

9 

CD 3 -§ fll °-*CO 

| o 8 o 2 
2: E m o to «j 

Oj | 

B 2. 



CD 
CO 
V 
V 



c 

i 

Q 



fe s 
8 3 J 

C CO © 
Q) o CD 

CO 

V 

V 



•f 3 



5» © 

CD g 

is- 



6 © 58 



x _ 

EE8|o 
S»OgE 




W <0 g CD 



u 

W C 

c o 



CD 



o To Q> ^ 



3 5jD 



K ^5 o O 5 -B CO 

$ J2.o o o cj o 

cd © 

fo 



t§§<3 



us 

I 

z 

E 

ri &s 

f? 3 c 
V- CO O 

CO 

co 
CD 
CO 

a 

o 



p 

Sf 

CO <_ 
T3 CD 

CD a 
E § 

CO - 

P E to 
E co o 

fa 

0] "J? 

E E 
E 3 
ra o 

%| 

5 5 



1^ 



Z 



C 

A O 
A "co 

s 3 

■gco 

CD J= 

co 5 
v t- 
v © 
CO 



CD 

CD 
CO 



X 
c 
o 

To ^ 
10 3 

. © o 

I CO g> 

c 

O) 
Q 



WO 2005/107410 



8/16 



PCT/US2005/015394 



O 
o 
go 



00 
O 
CO 



CO 

1 

CO 

<D 
CO 
(0 
-O 

JS 

CO 

Q 



C" 

o 
to 

CO 

1 

E 
o 
O 

CO 
3 
-Q 

22 
CD 



T > S O O 
X CD *^ > > 
C Q 3 CD CD 

i e § s 

§ gjil 

ra 2 o Q- 
Q. 



A c 
a o 

8 8 
If 



8 aT 

i as 

o cd y» 

ft w > o 

CD O CD To 
CO m Q w 

CO 5 

8 

E CD 
O Q 

o 



c 

CD 
Q. 

O 



A 
A 

0) *o 

U CD 
V 



X 

.1 g "O 

CO CD E CD 

CO iO CD O 

go 3 

Q. 
O 



i CD 
> O 



I 

c 
o 

CO CD 
CO 



. :§|lf|l 

i missis 



TJ CD 
CD ~ 



; 5 

Q 



CD 
CL 

o 



fill 

«service» 
Export 

Open(SessionH) 
Close 
Addltem 
Export 




020. «service» 
VersionControl 

checkout 
checkin 
undoCheckout 
revert 
open(vcCallback) 




810 

«service» 
Import 

Open(SessionH) 
Close 
Import 





x 

CO c — . 

10 o 12 

- w « c 

o o 2 t 




A 

A C 

81 
»l 

v Q 
v 



X 

g 

CO CD £ 

S 55 ^ 



CD m 
CO CD 

g (o u J > 

£~ o CD CO Q. 
° w m iS SO 




|S 

CO < CD © « 

CO 



CD 

CD 
0) 

CD 
CO 
CD 
X> 

J2 

CD 
O 



z 



c 
o 



S 2 8 

g CO 

V V 
(0 



5 q 



CM 



WO 2005/107410 



9/16 



PCT/US2005/015394 




WO 2005/107410 



10/16 



PCT/US2005/015394 



CM 
o 



o 
o 



CO 

8 
"E 

CD 
CO 

(0 

in 



A 
A 

CO f 

« o 

£ Q- 

CD E 



•= X 



CO 

o 



IS 

I 

5 

O 

to 

CO 
0) 

I m S £ 



c 

CO 

CL ^ 




g E 
c o 

•a £ 



A 
A 

s 



x 

c 



TO 



CO 
CL 

E . 



to 

V 



< 



o g E~ 

CD O m W «J 
CD rnt^ 



g> CD 

ft 
H 



A tft 
A tft 
CD 01 



*tft § 

if 

§ c | 

« g i 

>. E o 
o a Q 

•sag 

^3 ™- 



, , m CD 

C CD 3 

w CD gL-i 3 



5 

I S S > a 

H J5 E 
S ~ cB 

IT i2£ 

CO 



I 

5 



E. 
3 



A « 

sg 



X 
c 
o 



(0 

1 

Cft 



03 
3 
CD 
> 

d 
E 



Cft CD CD 

co o S 

fit 



CD 
CL 
O 



% 

O 

•*-» 
Jft 

2 



o 

I 

cft 
E 
E 

TO 
< 




CD 

CD 
CO 

o 

CO 



z 



c 
o 



A tft 
CD tft CD 
U 0) u 



2 w e i i g» S> 



CO 
V 



V CD 
CO 



WO 2005/107410 



11/16 



PCT/US2005/015394 




WO 2005/107410 



12/16 



PCT/US2005/015394 




CM 

CD 
LL 



WO 2005/107410 PCT/US2005/015394 

13/16 



A 
A 

8 



C 

o 
E 

CD 

oi c 
V O 

v o 



<D O 

So 
c 

09 



CM 
O 
CO 



O 

o 

CO 



<0 
(D 

o 

E 

CO 

<T3 
«*-» 

(0 

Q 

O 
CL 

o 



II 

0) n 
{? To 
v O 



o 

CO 0) T3 
fO « CO 

c 
to 

CL 

o 




CO 

0 
LL 



CO 

8 

(0 

Q 

O 
Q. 
O 



7 



c 

A O 
A c/> 

3 S 8 S S 

?«'E i i g>8> 

CD £ <D .3 q 

to S co - 1 

CO 



WO 2005/107410 



14/16 



PCT/US2005/015394 



2 

CO 

s 

Q 



CM 
O 

O xj- 
O f- 



c 

(0 

*c 
2 

CO 

X 





CM 
CO 
XT 



6 

3 
O 
CO 
CD 

t3 

D 



oq 

CM 



xf 



CO 



0) 




Sourc 


nager 




CD 






Q 






o 

LL 



CO 



c 

""O 

c 

OQ 

t 

o 



CM 




CM 
CM 



in 



o 
CO 



CO 
<D 
O 

c 
2 
S 

8. 



CO 
CM 




CO 

o 
xf 



(O 
(0 
0) 

u 

2 
o. 

E 
c 

3 
EC 



o 

T~ * 



c 
o 
O 
nj 

Q 



CL 
CO 

b 



f 

WO 2005/107410 



15/16 



PCT/US2005/015394 




f 

WO 2005/107410 PCT/US2005/015394 

16/16 



1602 



a 

NON-VOLATILE 
MEMORY 



1606 



1604 



MAIN MEMORY 



1600 



PROCESSOR 



1608 



1610 



INTERFACE 
CIRCUIT 



1618 



STORAGE 
DEVICE(S) 



FIG. 16 



